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Butterfly Classification

A new context

Traditional case

Alphabet

Operations based on logical gates or CPU
instructions.

F5, with n~4,8

Exponential sums and Linear cryptanalysis

Arithmetization-Oriented

Alphabet

Operations based on large finite-field arith-
metic.

Fq, with g € {2", p},p~ 2", n> 32
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A new context

Traditional case Arithmetization-Oriented
Alphabet Alphabet
Operations based on logical gates or CPU Operations based on large finite-field arith-
instructions. metic.
F7, with n ~ 4,8 Fq, with g € {2", p},p~ 2", n> 32

Cryptanalysis Cryptanalysis
Decades of cryptanalysis < 8 years of cryptanalysis

* algebraic attacks v/ * algebraic attacks v/

* differential attacks v * differential attacks X

* linear attacks v/ * linear attacks X

%% oo % ooo
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Butterfly Classification Conclusions

Characters

Definition
A character of a finite abelian group G is a homomorphism
x:G—C*,

where C* is the multiplicative group of nonzero complex numbers.

In particular, we have
X(l) =1,
and for a;,a, € G
x(a122) = x(a1)x(a2) -

x(a) is a root of unity
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Characters

Definition
A character of a finite abelian group G is a homomorphism
x:G—C*,

where C* is the multiplicative group of nonzero complex numbers.

In particular, we have
X(l) =1,
and for a;,a, € G
x(a122) = x(a1)x(a2) -

x(a) is a root of unity

Definition

A linear approximation of F : F} — F7" is a pair of characters (x, ).
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Correlation of linear approximations
Definition
The correlation of the linear approximation (x, ) of F: Fy — F' is
1
Crs == > X(FX)) 9(=) .

q x€lFy
Let w be a primitive element, F, — C* s.t. x(F(x)) = w{F&) and 4(x) = w*). Then

1
F _ (v, F(x))—(u,x
CFy= = 3 R ()

q x€lFy
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Correlation of linear approximations

Definition

The correlation of the linear approximation (x, ) of F: Fy — F' is

)
F
Crow =7 > X(FO)) (=) .
q" x€lFy
Let w be a primitive element, F, — C* s.t. x(F(x)) = w{F&) and 4(x) = w*). Then
CFw = ql Z SFO) = (ux)
P
Examples:
*« If F:F; — F7, then
= — Z <v FO)+(ux)
X€]F”
* If F: ]Fg —)]F;,n' then
CEVZ*Ze ) QFe) = (ux))
XG]F"
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Walsh transform

Definition
The Walsh transform for the character w of the linear approximation (u, v) of F : Fg — Fy

is given by
WL’I:,V — Z WUV FC)) =(u,x))

x€Fy

Wi, =q"- C}

u,v
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Walsh transform

Definition

The Walsh transform for the character w of the linear approximation (u, v) of F : Fg — Fy

is given by
WL’I:V — Z WFG)=(ux))
7 x€Fy
Fo_ F
Wu,v - qn ’ Cu,v
Definition

The Linearity Lg of F: F{ — [ is the highest Walsh coefficient.

F
u,v

LF= max
u,velF,,v#0
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Closed Flystel in Fyn

Introduced by [Bouvier, Briaud, Chaidos, Perrin, Salen, Velichkov and Willems, 2023].

X1 X2
£F — max (71)(<V7F(X)>_<”7X>)
ead] [« | oo | 2
Bound

Linearity bound for the Flystel:
Y1 Y2

1

Closed Flystel. Lp <2

Exponential sums and Linear cryptanalysis Clémence Bouvier
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Closed Flystel in F),

Introduced by [Bouvier, Briaud, Chaidos, Perrin, Salen, Velichkov and Willems, 2023].

X1 X
o d is a small integer s.t.
x + x? is a permutation of F,
usually d = 3,5).
‘7+Bx2 ‘ x¢ ‘ ‘5+ﬂx2 ( y ')
] T LF = max Z 27 UV FG) = ()
u,v#£0
x€F2
7 Y2

Closed Flystel.
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Closed Flystel in F),

Introduced by [Bouvier, Briaud, Chaidos, Perrin, Salen, Velichkov and Willems, 2023].

X1 X2
= d is a small integer s.t.
x — x? is a permutation of F,
usually d = 3,5).
"y+ﬂx2 ‘ x4 ’ ‘5+ﬁx2 ( Y -5)
] T LF = max Z 27 UV FG) = ()
u,v#0
x€F2
» Y2

Closed Flystel.

How to determine an accurate bound for the linearity of the Closed Flystel in IF,,?
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Weil bound

Proposition [Weil, 1948]

Let f € F,[x] be a univariate polynomial with deg(f) = d. Then

Lr<(d=1)/p

Exponential sums and Linear cryptanalysis Clémence Bouvier 9/38
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Weil bound

Proposition [Weil, 1948]

Let f € F,[x] be a univariate polynomial with deg(f) = d. Then

Lf<(d—-1)y/p

X1 X2
- L Bx2 S \/ﬁ )
I Le <(d=1)pyp?
Lsige < .
‘,Y+BX2 ‘ x4 ‘ ‘6+ﬁx2 o+ — \/ﬁ
q & Conjecture
; b Le=> ()W FON=(wx) < plog p
XE]F%

Closed Flystel.
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Take-away

AO primitives: new symmetric primitives defined over prime fields.

Need for new linear cryptanalysis tools
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Take-away

AO primitives: new symmetric primitives defined over prime fields.

Need for new linear cryptanalysis tools

This Talk:

* Applications of results for exponential sums (generalization of Weil bound)

WL'::,V = Z SUFC) = (ux)) S(f) = Z L)

x€lFy x€Fy

* g is a finite field s.t. g is a power of a prime p.

* Functions with 2 variables F € F[x1, x2].
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Generalizations of Weil bound

[Beyne and Bouvier, 2024]

* Deligne bound

* Application to the Generalized Butterfly construction

% Denef and Loeser bound

* Application to 3-round Feistel construction

* Rojas-Ledn bound

* Application to the Generalized Flystel construction

Exponential sums and Linear cryptanalysis Clémence Bouvier 14 /38
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Newton Polyhedron

Definition

Let f € Fy[xi, ..., X, s.t.

FO, ) = D Coppoenl L1y X7 -
€],...5,€p
The Newton polyhedron A(f) of f is the convex hull defined by

{(0,...,0)} U {(e1,....€n) | Cey,....e, #0} CR" .
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Newton Polyhedron

Definition

Let f € Fy[xi, ..., X, s.t.

FO, ) = D Coppoenl L1y X7 -
€],...5,€p
The Newton polyhedron A(f) of f is the convex hull defined by

{(0,...,0)} U {(e1,....€n) | Cey,....e, #0} CR" .

Examples:

f(Xl, X2) =1+ x1x — 2X12X24 + 3X15X2

X2
X12X24.
XX 3
1X2 X1° X
? 1225 X1
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Newton Polyhedron

Definition

Let f € Fy[xi, ..., X, s.t.

FO, ) = D Coppoenl L1y X7 -
€],...5,€p
The Newton polyhedron A(f) of f is the convex hull defined by

{(0,...,0)} U {(e1,....€n) | Cey,....e, #0} CR" .

Examples:

f(Xl, X2) =1+ x1x — 2X12X24 + 3X15X2

X2
2,4
X1 ®
PN A(f)
£ N
p N
Pl A
£ N
p N
S -8
e X1°Xoy
) X1
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Newton Polyhedron

Definition

Let f € Fy[xi, ..., X, s.t.

FO, ) = D Coppoenl L1y X7 -
€],...5,€p
The Newton polyhedron A(f) of f is the convex hull defined by

{(0,...,0)} U {(e1,....€n) | Cey,....e, #0} CR" .

Examples:
2 4 5 f -3 2 5 2 4 9 5
f(xi,x) =14+ x1 —2x"x" +3x1”x (x1,%) =3—x1"+5x1" +x" +9x
X2 X2
4
2,4 X
X1°X2 .\ 2
S A(f)
£ N
/ ~ [ ]
’ .
/ \\\ X1X22
XX -9
(%2 - X17X0 > X1
= X I 7
' 7 X1 X12 X15
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Newton Polyhedron

Definition

Let f € Fy[xi, ..., X, s.t.

FO, ) = D Coppoenl L1y X7 -
€],...5,€p
The Newton polyhedron A(f) of f is the convex hull defined by

{(0,...,0)} U {(e1,....€n) | Cey,....e, #0} CR" .

Examples:
2,4 5 f(x x)—3—x2—|—5xx2—|—x4—&—9x5
f(Xl,Xg) =1 + x1x0 — 2X1 X2 +3X1 X2 1,X2) — 1 1X2 2 1
X2 X2
2,4
x1°x e
1 2// \\\ A(f)
// \\
£ \\
/ \\
/o e
L i X15X7) X1
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Newton Number

Definition

Let f € Fy[xi,...,Xs]. The Newton number v(f) of f is

v(f)= > (=1)VI(n =11 VolLA(f)

IC{1,....n}

where Vol A(f) is the volume of A(f) (¢, {xi = 0}

Exponential sums and Linear cryptanalysis Clémence Bouvier
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Newton Number

Definition
Let f € Fy[xi,...,Xs]. The Newton number v(f) of f is
v(f)= > (=1)VI(n =11 VolLA(f)
Ig{L“W"}
where Vol A(f) is the volume of A(f) (¢, {xi = 0}
Example:
f(X1, X2) = 3—X12+5X1X22+X24+9X15

xo*

X1
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Newton Number

Definition

Let f € Fy[xi,...,Xs]. The Newton number v(f) of f is

v(f)= > (=1)VI(n =11 VolLA(f)

IC{1,....n}

where Vol A(f) is the volume of A(f) (¢, {xi = 0}

Example:
f(xi, x) = 3—x 2 45x00° 430" +9x° v(f) = (71)0 28 Vola(s

X2

xt
A(f)
=2x(5x4)/2
x B
X1
Exponential sums and Linear cryptanalysis Clémence Bouvier
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Newton Number

Definition

Let f € Fy[xi,...,Xs]. The Newton number v(f) of f is

v(f)= > (=1)VI(n =11 VolLA(f)

IC{1,....n}

where Vol A(f) is the volume of A(f) (¢, {xi = 0}

Example:
f(x1, x2) = 3—x.*+5x10 +x* +9x:° v(f) = (-1)°-2! - Vola(f)
. +(—1)" - 11 Vola(hnix—o} (1={1})
xo*
A(f)
=2x(5x4)/2-4
x® h
fa =0}
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Newton Number

Definition

Let f € Fy[xi,...,Xs]. The Newton number v(f) of f is

v(f)= > (=1)VI(n =11 VolLA(f)

1C{1,...,n}

where Vol A(f) is the volume of A(f) (¢, {xi = 0}

Example:
f(xi,x0) = 3—xi2+5x1x0°+x0" +9x° v(f) = (—1)0 - 21 Vol
x + (—1)1 - 1! 'VOIA(f)m{xlzo}
» + (—1)" - 11+ Vola(h)nix—o}
A(f)
=2x(5x4)/2—4-5
{x =0} 1 ~; > X1
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Newton Number

Definition
Let f € Fy[xi,...,Xs]. The Newton number v(f) of f is

v(f)= > (=1)VI(n =11 VolLA(f)

1C{1,...,n}

where Vol A(f) is the volume of A(f) (¢, {xi = 0}

Example:
f(xa, %) = 3—xa +5x00°+x +9x° v(f) = (~1)°- 2! Volp )
o + (—1)1 - 11 Vola (1) =0} (I={1})
i + (—1)1 <10 VOIA(,')Q{)Q:O} (/ = {2})
A(f) +(=1)*- 01 Volagrnim=ojnie=0y (I =1{1,2})
=2x(5x4)/2—4—-5+1
{x =0} PG » X1
{xa =0}
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Newton Number

Definition

Let f € Fy[xi,...,Xs]. The Newton number v(f) of f is

v(f)= > (=1)VI(n =11 VolLA(f)

IC{1,....n}

where Vol A(f) is the volume of A(f) (¢, {xi = 0}

Example:
f(Xl,Xg) = 3—X12+5X1X22+X24+9X15 ( ) == ( 1)0 . 2' . VOIA(,C)
X + ( 1)1 -10- VOIA(f)ﬂ{)q:O}
o +(=1)" - 1t Vola ()=o)
Alf) + (= ) - 0! 'VOIA( )N {x1=0}N{x=0}
{x, =0} PG » X1 —12
{xa =0}
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Commode functions
Definition

A function f is commode if there exist nonzero d, ds, ..., d, such that

(d1,0,0,...,0),(0,d,0,...,0),...,(0,0,...,0,d,) € A(f)

Exponential sums and Linear cryptanalysis Clémence Bouvier
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Commode functions

Definition

000000

A function f is commode if there exist nonzero d, ds, ..., d, such that

(d1,0,0,...,0),(0,d,0,...,0),...,(0,0,..

Examples:

f(Xl,Xz) =14+ x1x0 — 2X12X24 =+ 3X15X2

X2
2,4
X17x" @
A A
/ a8y
/ N
z \\
/ \\
/@ _--@
1 X1X2 — - - 5

f is not commode

Exponential sums and Linear cryptanalysis Clémence Bouvier
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Commode functions

Definition

A function f is commode if there exist nonzero d, ds, ..., d, such that

(d1,0,0,...,0),(0,d,0,...,0),...,(0,0,...,0,d,) € A(f)

Examples:
2 4 5 2 2 4 5
flxi, %) =14+ xx — 23" x" +3x°x f(xi, %) =3—x1"+5x1x" +x" +9x
X2 X2
2, 4@
X1 X2/, Ny A(f)
/ a8y
I’,_l—z" X1 X7> X1
f is not commode f is commode
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Denef-Loeser Theorem

Definition

A function f is non-degenerate if for every face (not containing the origin) 7 of A(f), the
following system has no nonzero solutions

af‘r/axl = .. :aﬁr/axn :O

Exponential sums and Linear cryptanalysis Clémence Bouvier 18 /38
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Denef-Loeser Theorem

Definition
A function f is non-degenerate if for every face (not containing the origin) 7 of A(f), the
following system has no nonzero solutions

afq—/aX]_ = .. :aﬁr/axn :O

Theorem [Denef and Loeser, 1991]

Let f € Fg[xi,. .., Xd]-
If f is commode and non-degenerate with respect to its Newton polyhedron A(f), then,
we have

IS(A)l =D & < w(f)-qv2,

x€Fy

Exponential sums and Linear cryptanalysis Clémence Bouvier
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Denef-Loeser Theorem

Definition
A function f is non-degenerate if for every face (not containing the origin) 7 of A(f), the
following system has no nonzero solutions

8]‘:’_/6)(1 = .. :aﬁr/axn :O

Theorem [Denef and Loeser, 1991]

Let f € Fg[xi,. .., Xd]-
If f is commode and non-degenerate with respect to its Newton polyhedron A(f), then,
we have

IS(A)l =D & < w(f)-qv2,

x€Fy

Linearity bound for n = 2: L¢ < v(f) - q.

Exponential sums and Linear cryptanalysis Clémence Bouvier
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3-round Feistel - Definition

Let FEISTEL[F1, F2, F3] be a 3-round Feistel network with

dy = deg(F1), d> = deg(F2), and d5 = deg(F3) .

X1 X2
- yi =x1+Fi1(e) + F3(e + Fa(x + Fi(x)))
1 ! y2  =x+ Fa(x1 + Fi(x)) .
F2 (us]
[mi F3
N Y2

A 3-round Feistel.

Exponential sums and Linear cryptanalysis Clémence Bouvier
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3-round Feistel - Definition

Let FEISTEL[F1, F2, F3] be a 3-round Feistel network with

di = deg(F1), d» = deg(F>), and d; = deg(F3) .

X1 X2
= y1 =x1+Fi(x) + F3(x2 4+ F2(x1 + F1(x2)))
1 ' yo  =x2+ Fa2(x1 + Fi(x)) .
z2
F2 T New equations with intermediate variables
g F3 X1 = — Fl(Zg)
X2 = 2
bt b n =z +Fs(z+Fa(21))

o =2+ Fa(z1) .
A 3-round Feistel.

Exponential sums and Linear cryptanalysis Clémence Bouvier
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3-round Feistel - Bound

Let F = FEISTEL[F, F2, F3], with round functions F;, F> (permutation) and F3. Let d; > ds.

f( 722) = <(V17 VZ)’ F( ’22)> - <(u17 u2)7( 7Z2)>
= V1F3(22 + F2( )) + V2F2( ) + U1F1(Zz) + (V1 — u1) + (V2 — U2)22 .

X1 X2
g F1 ’L
z
aa

: Fs LF

i Y2
yi =z + F3(z + Fa2(21))
y2 =2z+Fa(z).

Exponential sums and Linear cryptanalysis Clémence Bouvier
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Eﬂn‘tt \,\E\asi\f\r::xt\oh
3-round Feistel - Bound

Let F = FEISTEL[F, F2, F3], with round functions F;, F> (permutation) and F3. Let d; > ds.

f( 722) = <(V17 VZ)’ F( ’22)> - <(u17 u2)7( 7Z2)>
= V1F3(22 + F2( )) + V2F2( ) + U1F1(Zz) + (V1 — u1) + (V2 — u2)22 .

B 2 Linearity Bound
i F1 * f is commode 2
i * f is non-degenerate At
i 0
% its Newton number is ds
; e e
i Fs 1 U(F) = (dhds—1)(ch—1) . DN
' dods
p4t Y2
no =2+ Fslz+ Fa(a) Lr < (di —1)(dhds — 1) - g
y2 =2z+Fa(z).

Exponential sums and Linear cryptanalysis Clémence Bouvier
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3-round Feistel - Results

Let F = FEISTEL[F1, F2, F3] with F1, F» and F3 monomial functions.

-10*
2 5 I I I I I I T ]
v (di,d>,d3) =(2,5,5) and F» is a permutation v
v (di,d>,d3) =(2,5,5) and F» is not a permutation
21 A (di, d», d3) = (4,3,3) and F is a permutation 7 N
A (di,do,d3) = (4,3,3) and F» is not a permutation
= == Bound: 24
1.5 ’ 5 a
A A
g ) vy B
- v e .- .
v v weentT
PSP
05 B i V-&Z&_ XA - v ]
- A\ A A 4 Yyv
- v AA
. oo umrtee oy O W XX X4 )
| | | | | |

| | |
0 50 100 150 200 250 300 350 400
q
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Generalizations of Weil bound

[Beyne and Bouvier, 2024]

* Deligne bound

* Application to the Generalized Butterfly construction

% Denef and Loeser bound

* Application to 3-round Feistel construction

* Rojas-Ledn bound

* Application to the Generalized Flystel construction
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Butterfly - Definition

Motivation
[e]e]e}

000000000000

Introduced by [Perrin, Udovenko and Biryukov, Crypto 2016] over binary fields, F3,, n odd.

R
r y2 ¥

Open variant. Closed variant.

o =(a—(Bx)}) —ax. 2 =(e+ax)+(Ba).

Exponential sums and Linear cryptanalysis

{)ﬁ = (2 +ay)® + (By)® {)ﬁ = (x1 + ax)® + (Bx)?

Clémence Bouvier
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Generalized Butterfly - Definition

BUTTERFLY[G, H, o], with G : F; — F, a permutation, H : F, — [, a function and o € F,,.

X X
1 2 X1 X2

Y2
Open variant. Closed variant.
vy = G(X2+ay2)+H(y2) i = G(X1+aX2)+H(X2)
vy = G—l(X1 — H(x)) — axe . y2 =G(x 4+ ax))+ H(x).

Exponential sums and Linear cryptanalysis Clémence Bouvier 24/38
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Generalized Butterfly - Results

Let F = BUTTERFLY[G, H, o] with G and H monomial functions.

L < (max{deg G,degH} — 1)?

-10*
1 ; ; T
[| A degG=5,degH =4 - ]
4 degG=5,degH =3 —_-"
v degG=05,degH =2 _—"‘
» degG=3,degH =5 __"' v'
= == Bound: 16 ¢ _¢"' v W
&4 051 ,—"‘ v ' T v Y a B

\ \ \ \ \ \
0 100 200 300 400 500 600
q
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Flystel - Definition

Introduced by [Bouvier, Briaud, Chaidos, Perrin, Salen, Velichkov and Willems, Crypto 2023].

X1 X2

X1 X2
= Q, =
xi/d ————H { Q, } x7 { Qs }
i Qs & &
n Y2 » Y2
Open variant. Closed variant.
1/d = (x —x)d—l—Q,(x)
i =x1—Qy(x) + Qs(x2 — (x1 — Qy(x2))/9) n 1— X ) 5 (xa
o =x— (x—Q,y(x))9. 2 =0 —x)"+Qs(x).

Exponential sums and Linear cryptanalysis Clémence Bouvier
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onclusions
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Generalized Flystel - Definition

F = FLYSTEL[H}, G, H,], with G : F, — [, a permutation, and Hq, H, : F;, — F, functions.

X1 X2 X1 X2
- Hl D
c=1 g { H; } { G } { H, }
i H: & =
y1 Y2 71 Y2
Open variant. Closed variant.

yi =Xx1— Hl(Xz) + H2(X2 — G_I(Xl — H1(X2))) yi = G(Xl - XQ) + Hl(xl)
Yo =X —G_l(X1 - Hl(XQ)). Y2 :G(Xl _X2)+H2(X2)'

Exponential sums and Linear cryptanalysis Clémence Bouvier 27/38
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Generalized Flystel - Results

Let F = FLYSTEL[H1, G, H,] with Hy, G and H, monomials.

Le < (deg G — 1)(max{degHy,degH,} — 1) - g

¢ degG =3, max{degH;,degH>} =2
=== Bound: 2 g ““.,.-
4a000 [l v degG =5, max{degH;,degH>} =2 “_.-"" A A 4
----- Bound: 4 g Lottt A
aA
A degG =5, max{degHi,deg Ho} =3 X gert “ 4
ku)- ..... Bound: 8 ¢ ‘-'_‘_.-- R AA AA e
2,000 |- A R EE Tl .
Am P A S
LA A LW W - o-wvﬂ"“"'"’*”
g AL T T e o
A T -
0 - -
| | | | | | |
0 100 200 300 400 500 600

q
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Solving conjecture

Proposition

Let F = FLYSTEL[Hy, G, H,] be defined by Hi(x) = v + 8x%, G(x) = x? and H, = § + x?,

with 7,0 € F, and 8 € F;. Then

Le<(d—-1)p
4’000 -- -‘ Conjecture: ;)Iogp PR e
A d=3 et
= == Bound: 2 p ‘__"‘
v d=5 .= S R
g 2,000 | |-.-.- Bound: 4 p _,—" _________ N v v
SR LRRRITC A
L w v Y -k REAR AR ATMOAT ks
- '.fﬂ:-n- e i
0 B ﬂ“ | | | |
0 100 200 300 400 500 600
p
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Classification

Can we say more about Butterflies in the context of ZKP?

[Bouvier, Fq 2025]

* |s the Flystel an optimal construction?

* Statistical properties (differential and linear)

* ZK-performance

* How to classify Butterfly-like constructions?

Exponential sums and Linear cryptanalysis Clémence Bouvier 30/38
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Back to TU decomposition

¢

Y2 Y2
Open variant. Closed variant.
i = (x+ay)?+ By3 i = (xa+ax)d+ Bx?
o = (x1— B3 —ax. ya = (x2+ax)d+ Bx3.

Exponential sums and Linear cryptanalysis Clémence Bouvier 31/38
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Back to TU decomposition

X1 X2 X1 X2

- Y-

PR R
p4! Y2
Open variant. Closed variant.
i = )Q(XQ7 (X]_,XQ)) yi = R(XlaX2)
y2 = (x1,x2) - y2 = R(x,x1).

Exponential sums and Linear cryptanalysis Clémence Bouvier 31/38
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Back to TU decomposition

X1 X2

[

—

mmm ey

U
p4! Y2
Open variant. Closed variant.
n =Ule, T '(x1,x)) i = T(xi,x)
Yo = Tﬁl(X13X2)- Yo = U(X2,X1).

Exponential sums and Linear cryptanalysis Clémence Bouvier
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Specific cases

X1 X2

- mmmm Ve
o N

: L}

N L}

' T U 1

N L}

1 L}
Y1 Y2

Closed variant.

i = T(x1,x)
Yo =U(X2,X1).

Exponential sums and Linear cryptanalysis Clémence Bouvier
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Specific cases

x X * Asymmetric TU with
F: Ff, — IF,%, (x1,x2) = (1, 2)
s.t.
vi = Gi(x1, x2) + Hi(x1, x2)
yo = H(x1,x2),

* Symmetric TU with

=
N

F: Fi — ]Fi, (x1, x2) = (1, 12)

s.t.
bt bt i = Gi(x1, x) + Hi(xa, x2)
Closed variant. 2 = Galxa, %) + Halxa, %)
where
yi = T(Xl’xz) * G;: functions with only cubic terms
yo = U(xe,x1). % H;: functions with only quadratic terms

Exponential sums and Linear cryptanalysis Clémence Bouvier 32/38
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Linear properties

T T T
6,000 - [, sz ,a |
< =g +d.m=x *
T on=x4+8.n = (xt+y)?
5,000 | » n=dedn=Rian+d x =
X =5+ =3¢ +x0+x3 *
+ o=t =3 % X
45000 - =0 +x0)® +xdn = of 4 3 -
NS SR MU SN
*
Z *
§ 3,000 |- % i -
£ *
— sk sk
* * ¥
2,000 |- * * n
* * &
Sk
1,000 |- * ok a
*x X *
*x %
* s K N Y ¥
wt® EETL 4 ex kxx R OO I
oL s k¥kFET Toerr |
| | | | | | | | | | |
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Asymmetric TU
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Linear properties

T T T
6,000 - [ =R = 1
I S S i
T on=x4+8.n = (xt+y)?
5000 1| » n=xf+dm=ximn+sd . |
X o= +d =4 tae+s !
4+ o=t =9 o
4,000 - y1=0a+0)3 53,00 = +xx0 + 23 |
K= 0a )P f txe 30 =of e +d
Bound: 2 q %
z ound: 3/2
T 3,000 - gt o |
51 Bound: 2 ¢ »
=] .
* o ¥
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1,000 - * etk |
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Performance metric

What does “efficient” mean for Zero-Knowledge Proofs?

Exponential sums and Linear cryptanalysis Clémence Bouvier 34/38



Motivation Linearity Bounds Butterfly Classification Conclusions
000000000000 0000000000000 000 [e]o]e]e] Je] [e]e]e}

Performance metric

What does “efficient” mean for Zero-Knowledge Proofs?

“It depends”
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Performance metric

What does “efficient” mean for Zero-Knowledge Proofs?

“It depends”

Example

R1CS (Rank-1 Constraint System): minimizing the number of multiplications

y = (ax + b)3(cx + d) + ex

to=a-x t3 =1t X 1 tg = t3 X t5
th=t+b th =c-x t7 =e-x
b=t Xt ts =ty +d tg = te + t7
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Performance metric

What does “efficient” mean for Zero-Knowledge Proofs?
“It depends”

Example

R1CS (Rank-1 Constraint System): minimizing the number of multiplications
y = (ax + b)3(cx + d) + ex
5=t Xt te = t3 X t5
th=1t Xt

3 constraints
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Conclusions

* Bounds on exponential sums have direct application to linear cryptanalysis

* Deligne, 1974
* Denef and Loeser, 1991
* Rojas-Ledn, 2006
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Conclusions

* Bounds on exponential sums have direct application to linear cryptanalysis
* Deligne, 1974
* Denef and Loeser, 1991
* Rojas-Ledn, 2006

Generalization of the Butterfly construction
3-round Feistel network
Generalization of the Flystel construction

Fe ]Fq[Xl,XQ]7 iC € ]Fq, LE<Cxq

* Solving conjecture on the linearity of the Flystel construction in Anemoi

* Classification of Butterfly-like constructions in the context of ZKP

Contribute to the cryptanalysis efforts for AOP.
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Cohomological framework

S(F) =Y x(F(x)) $(-x)

x€Fy
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Cohomological framework

Cohomological framework

4
IS =[S (-1 Tr(F | Hi(A". )

i=0

Sum of traces of the Frobenius automorphism on ¢-adic cohomology groups.
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Cohomological framework

4
IS =[S (-1 Tr(F | Hi(A". )

i=0

Sum of traces of the Frobenius automorphism on ¢-adic cohomology groups.

Sum of traces of a linear map on a vector space of finite dimension.
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Cohomological framework

Cohomological framework

4
IS =[S (-1 Tr(F | Hi(A". )

i=0

Sum of traces of the Frobenius automorphism on ¢-adic cohomology groups.
Sum of traces of a linear map on a vector space of finite dimension.

2n
IS(A) < k) dim HI(A". L)
i=0
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Perspectives

* Can we provide detailed calculations of the cohomological spaces to refine bounds?

2n
IS(Al < &Y _dimHI(A". L)
i=0

(on-going work with Christophe Levrat)
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2n
IS(F)I < kY _dim HI(A". L)
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Perspectives

* Can we provide detailed calculations of the cohomological spaces to refine bounds?

2n
IS(F)I < kY _dim HI(A". L)
i=0
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Perspectives

* Can we provide detailed calculations of the cohomological spaces to refine bounds?

2n
IS(F)I < kY _dimHI(A", L)
i=0

(on-going work with Christophe Levrat)

* Can we generalize to other constructions?
stap-zoo.com

And propose a general framework for arithmetization-oriented primitives?
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* Can we provide detailed calculations of the cohomological spaces to refine bounds?

2n
IS(F)I < kY _dimHI(A", L)
i=0

(on-going work with Christophe Levrat)

* Can we generalize to other constructions?
stap-zoo.com

And propose a general framework for arithmetization-oriented primitives?

More details at ia.cr/2024,/1755
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Perspectives

* Can we provide detailed calculations of the cohomological spaces to refine bounds?

2n
IS(F)I < kY _dimHI(A", L)
i=0

(on-going work with Christophe Levrat)

* Can we generalize to other constructions?
stap-zoo.com

And propose a general framework for arithmetization-oriented primitives?

More details at ia.cr/2024,/1755

Thank you
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