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Why Anemoi?

+~ Anemoi: Family of ZK-friendly Hash functions
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A need for new primitives Emerging uses
Our approach

A need of new symmetric primitives

Protocols requiring new primitives:
* MPC: Multiparty Computation
x FHE: Fully Homomorphic Encryption

* ZK: Systems of Zero-Knowledge proofs
Example: SNARKs, STARKSs, Bulletproofs
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A need for new primitives Emerging uses
Our approach

A need of new symmetric primitives

Protocols requiring new primitives:

* MPC: Multiparty Computation (-\

ZK
x FHE: Fully Homomorphic Encryption protocols
Symmetric
* ZK: Systems of Zero-Knowledge proofs primitives
Example: SNARKs, STARKSs, Bulletproofs \

Need: Designing ZK-friendly symmetric primitives

= What differs from the “usual” case?
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A need for new primitives Emerging uses
Our approach

Comparison with “usual” case

A new environment

“Usual” case Arithmetization-friendly
* Field size: * Field size:
F2n, with n ~ 4,8 F,, with g € {2",p},p~2", n > 64
* Operations: * Operations:
logical gates/CPU instructions large finite-field arithmetic
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Our approach

Comparison with “usual” case

A new environment

“Usual” case Arithmetization-friendly
* Field size: * Field size:
Fon, with n ~ 4,8 Fq, with g € {2",p},p ~ 2", n > 64
* Operations: * Operations:
logical gates/CPU instructions large finite-field arithmetic
Ex: Field of AES: Fon where n = 8 Ex: Scalar Field of Curve BLS12-381: F, where

p = 0x73eda753299d7d483339d80809a1d805
53bda402fffebbfeffff£f££00000001
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A need for new primitives Emerging uses
Our approach

Comparison with “usual” case

A new environment

“Usual” case Arithmetization-friendly
* Field size: * Field size:
Fon, with n ~ 4,8 Fq, with g € {2",p},p ~ 2", n > 64
* Operations: * Operations:
logical gates/CPU instructions large finite-field arithmetic
Ex: Field of AES: Fon where n = 8 Ex: Scalar Field of Curve BLS12-381: F, where

p = 0x73eda753299d7d483339d80809a1d805
53bda402fffebbfefff£f£f£00000001
New properties

“Usual” case Arithmetization-friendly
y + E(x) y+ E(x) and y==E(x)
* Optimized for: * Optimized for:
implementation in software/hardware integration within advanced protocols
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A need for new primitives Emerging uses
Our approach

Performance metric

What does “efficient” mean for Zero-Knowledge Proofs?
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Performance metric

What does “efficient” mean for Zero-Knowledge Proofs?

“It depends”
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A need for new primitives Emerging uses
Our approach

Performance metric

What does “efficient” mean for Zero-Knowledge Proofs?

“It depends”

Example: Minimize the number of multiplications (R1CS)

y = (ax + b)3(cx + d) + ex

to =a-x t3 =1t Xt tg = t3 X t5
tp=ty+b th =cC-X t7=e-x
th =1t Xt ts=1ts+d tg = tg + t7
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A need for new primitives Emerging uses
Our approach

Performance metric

What does “efficient” mean for Zero-Knowledge Proofs?

“It depends”

Example: Minimize the number of multiplications (R1CS)
y = (ax + b)3(cx + d) + ex
ts=th X t te = t3 X t5
th=1t Xt

3 constraints
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A need for new primitives Emerging uses
Our approach

Our approach

Need: verification using few multiplications.
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A need for new primitives Emerging uses
Our approach

Our approach

Need: verification using few multiplications.

* First approach: evaluation also using few multiplications (POSEIDON)

y + E(x) ~» E: low degree y==E(x)| ~ E: low degree
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Our approach

Our approach

Need: verification using few multiplications.

* First approach: evaluation also using few multiplications (POSEIDON)

y + E(x) ~» E: low degree y==E(x)| ~ E: low degree

+ Rescue approach: using inversion

y + E7Y(x)| ~ E71: high degree x==E(y)| ~ E: low degree
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A need for new primitives Emerging uses
Our approach

Our approach

Need: verification using few multiplications.

* First approach: evaluation also using few multiplications (POSEIDON)

y + E(x) ~» E: low degree y==E(x)| ~ E: low degree

+ Rescue approach: using inversion

y + E7Y(x)| ~ E71: high degree x==E(y)| ~ E: low degree

% Our approach: using (u,v) = L(x,y)

y + F(x) ~ F: high degree v==G(u)| ~ G: low degree
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CCZ-equivalence...
... for good performances!

CCZ-equivalence

Example: the inverse

Ne={(x,F(x)),x€Fq} and [ .= {(y7 Fﬁl(y)) Y € Fq}
Noting that

Fe={(F '(v),y),y €Fq} ,

01
rF_(]_ 0>|_Fl.

then, we have:

N
]
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CCZ-equivalence

Example: the inverse

Ne={(x,F(x)),x€Fq} and [ .= {(y7 Fﬁl(y)) Y € Fq}
Noting that

Fe={(F '(v),y),y €Fq} ,

01
rF_(]_ 0>|_Fl.

Definition [Carlet, Charpin, Zinoviev, DCC98]

then, we have:

F:Fq —Fqand G :Fy; — F, are CCZ-equivalent if

N
]
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CCZ-equivalence...
Anemoi ... for good performances!

Advantages of CCZ-equivalence

If F:Fq —=Fgand G :Fq — Fy are CCZ-equivalent. Then

* Differential properties are the same: §f = d¢ .

Differential uniformity: maximum value of the DDT

6 = max|{x € F{, F(x+2) = F(x) = b}
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Advantages of CCZ-equivalence

If F:Fq —=Fgand G :Fq — Fy are CCZ-equivalent. Then

* Differential properties are the same: §f = d¢ .

Differential uniformity: maximum value of the DDT

6 = max|{x € F{, F(x+2) = F(x) = b}

% Linear properties are the same: Wr = W; .

Linearity: maximum value of the LAT

W = max Z( 1)7x e

x€F,
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CCZ-equivalence...
... for good performances!

Advantages of CCZ-equivalence

If F:Fq —=Fgand G :Fq — Fy are CCZ-equivalent. Then

* Verification is the same: if y < F(x), v < G(u) and (v, v) = L(x,y)

y==F(x)? << v==0G(u)?
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CCZ-equivalence...
Anemoi ... for good performances!

Advantages of CCZ-equivalence

If F:Fq —=Fgand G :Fq — Fy are CCZ-equivalent. Then
* Verification is the same: if y < F(x), v < G(u) and (v, v) = L(x,y)
==F(x)? <= v==0G(u)?
% The degree is not preserved.

Example: in Fp, where
p = 0x73eda753299d7d483339d80809a1d80553bda402fffebbfefffff£££00000001
if F(x) = x* then F7'(x) = x> where

571 = 0x2e5£0fbadd72321ce14a56699d73£002217£0e679998£19933333332cccccccd
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CCZ-equivalence...
Anemoi ... for good performances!

Advantages of CCZ-equivalence

If F:Fq —=Fgand G :Fq — Fy are CCZ-equivalent. Then

* Verification is the same: if y < F(x), v < G(u) and (v, v) = L(x,y)

ly==F(x)? < v==0G(u)]

* The degree is not preserved.

Example: in Fp, where
p = 0x73eda753299d7d483339d80809a1d80553bda402fffebbfefffff£££00000001
if F(x) = x* then F7'(x) = x> where

571 = 0x2e5£0fbadd72321ce14a56699d73£002217£0e679998£19933333332cccccccd
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CCZ-equivalence...
Anemoi ... for good performances!

The Flystel

Butterfly 4 Feistel = Flystel

A 3-round Feistel-network with
Q, Iy —F, and Qs : Fq — Iy two quadratic functions, and £ : I, — [, a permutation

x

<

<
<

Low-degree

function

High-degree
permutation

T
LUK

1 2]

m
x «H

u v

Open Flystel H. Closed Flystel V.
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The Flystel

Butterfly 4 Feistel = Flystel

A 3-round Feistel-network with
Q, Iy —F, and Qs : Fq — Iy two quadratic functions, and £ : I, — [, a permutation

x

<

<
<

Low-degree

function

High-degree
permutation

1 2]

T
LUK

m
x «H

u v

Open Flystel H. Closed Flystel V.

M= L(Tv) st (060), (0,v)) = L((v,),(50)))
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CCZ-equivalence...
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Advantage of CCZ-equivalence

* High Degree Evaluation.

Y Ex: if E:x— x°in Fp where

Tk— x
#

High-degree p = 0x73eda753299d7d483339d80809a1d805
permutation 53bdad02fffe5bfef £11£££00000001

T
LU

-1 5—1
then E7" 1 x +— x where

Eﬂ 5! = 0x2e5£0fbadd72321ce14a56699d73£002

217£0e679998£19933333332ccccccecd

Open Flystel H.
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CCZ-equivalence...
... for good performances!

Advantage of CCZ-equivalence

* High Degree Evaluation.

* Low Cost Verification.

X y
|
. B Q
High-degree Low-degree
permutation function
=il [
E =
o
u v
Open Flystel H. Closed Flystel V.
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Flystel in [Fon

Q@ (x) =7+ x> , Qs(x)=0+ px3 , and E(x)= x3

X y y v
v+ Bx°
x1/3 v+ Bx° x3 5+ Bx3
5+ Bx3
u v X u
Open Flystels,. Closed Flystels,.
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Properties of Flystel in Fn

X y
n bits n bits Introduced by [Perrin et al. 2016].
v+ Bx* Theorems in [Li et al. 2018] state that if 3 # 0:
X1/3 * Differential properties
oy =0y =4
e
* Linear properties
x3 Wy =Wy = 2"t
5+ B’ * Algebraic degree
% Open Flystel,: deg,, =n
u v % Closed Flystely: degy, =2

Degenerated Butterfly.
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Flystel in F,

Qy(x) = v+ x? C%(X)::Z6-+g8X2 , and E(x) = x“

X y y v
Be——/y+ 8x° =
Xl/a »H ’Y+ﬂX2 x& 5 +ﬂX2
usually
a=3orb.
m o+ ﬂxz | m
u v X u
Open Flystelp. Closed Flystelp.
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Properties of Flystel in I,

* Differential properties

Flystel, has a differential uniformity:

2
+ = <a
on amgﬁj [{x € FP,’H(X a)—H(x)=b} <a-1
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CCZ-equivalence...
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Properties of Flystel in [,

* Differential properties

Flystel, has a differential uniformity:

= 2 — = <o —
o £8ﬁ|{X€FP’H(X+a) H(x)=b} <a—1

Solving the open problem of finding an APN (Almost-Perfect Non-linear) permutation over Fi
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Properties of Flystel in I,

* Differential properties

Flystel, has a differential uniformity:

= 2 — = < -
o max Hx e Fp, H(x+a) —H(x) = b} < a1

Solving the open problem of finding an APN (Almost-Perfect Non-linear) permutation over ]Ff,

* Linear properties

Conjecture:

< plogp?

Wz = ma e
H m#%ZXP

x€F2

(27ri(<a,x> -

p<b7H(X)>)>
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The SPN Structure

The internal state of Anemoi and its basic operations.

A Substitution-Permutation Network with:

X0 Xp—1 Xi Ci M,
+=
Yo Ye-1 yi D — My =M,op—
(a) Internal state. (b) The constant addition. (c) The diffusion layer.
T |1 T T |1 1
PlP| ~ |P H|lH| - | H
Ll l Lol !
(d) The Pseudo-Hadamard Transform. (e) The S-box layer.
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The SPN Stru

0 a 2 2 o_1
sk
X 25}
X3 an)
Xp—2 H
Xp—1 (i
%0 wm)
i H
3 1
Yoo H
Y1 %
df o df ... dp 5 dp
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The SPN Stru

r r r
=) 1 < —2 “4—1
-
*0 )
r
bt H
r
3 H
My
-2 H
X1 =)
r
Y0 o
r
" &
r
3 H
My
r
Yo—2 H
r
Yo—1 %
r r r r r
dg Ay e Ao dp g
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The SPN Stru

0 a 2 2 o_1
0 % tH T
x{ &) H—
X3 an) H
Mix H—
H
Xp—2 as) fH—
Xp—1 (i
%0 wm)
i1 H
3 tH
My tH
H—
Yoo H Eaﬁr—>
Y1 % L (i

- . - r .
dg 4 dy - g dp g
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The SPN Stru

Vext

*0

1

m.
[mm)

[mm)
[mm)

*2

r+1
Xp—2

r+1
-1

&
|

»
m
==

X
S
|
—
)
[mm)

1
’s
y1r+1

es

,
m
(]

,
(um|
[mm)

My

r+1

Yo—2
r+1

Ye—1

]
(]

—H

- . - r .
dg 4 dy - g dp g
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Number of rounds

Anemoig oy = MoR, _10..0Ry

+ Choosing the number of rounds

alr+r,\
n, > max< 8, min(5,14+/)+2+min<reN ( r—|—n> >2°
N———— 20r

security margin

to prevent algebraic attacks

a(ke) 3(1) 5(2) 7(4) 11(9)

=1 21 21 20 19
=2 14 14 13 13
l=3 12 12 12 11
! =4 12 12 11 11

Number of rounds of Anemoi (s = 128).
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Some Benchmarks

m (=2¢) RP! POSEIDON? GRIFFIN® Anemoi m (=2¢) RP POSEIDON GRIFFIN Anemoi
2 208 198 - 76 2 240 216 - 95
4 224 232 112 96 4 264 264 110 120
RICS 6 216 264 - 120 RICS 6 288 315 - 150
8 256 296 176 160 8 384 363 162 200
2 312 380 - 191 2 320 344 - 212
Plonk 4 560 832 260 316 Plonk 4 528 696 222 344
6 756 1344 - 460 6 768 1125 - 496
8 1152 1920 574 648 8 1280 1609 492 696
2 156 300 - 126 2 200 360 - 210
AIR 4 168 348 168 168 AIR 4 220 440 220 280
6 162 396 - 216 6 240 540 - 360
8 192 456 264 288 8 320 640 360 480
(a) when =3 (b) when o =5

Constraint comparison for standard arithmetization, without optimization (s = 128).

1 Rescue [Aly et al., ToSC 2020]
2POSEIDON [Grassi et al., USENIX 2021]
3GRIFFIN [Grassi et al., CRYPTO 2023]
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Conclusions

Anemoi: A new family of ZK-friendly hash functions
« Contributions of fundamental interest:

* New S-box: Flystel
+ New mode: Jive

* Identify a link between AO and CCZ-equivalence
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Conclusions

Anemoi: A new family of ZK-friendly hash functions
« Contributions of fundamental interest:

* New S-box: Flystel
+ New mode: Jive

* Identify a link between AO and CCZ-equivalence

Related works
* AnemoiJives with TurboPlonK [Liu et al., 2022]

* Arion [Roy, Steiner and Trevisani, 2023]
* APN permutations over prime fields [Budaghyan and Pal, 2023]
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Conclusions

Anemoi: A new family of ZK-friendly hash functions
« Contributions of fundamental interest:

* New S-box: Flystel
+ New mode: Jive

* Identify a link between AO and CCZ-equivalence

Related works
* AnemoiJives with TurboPlonK [Liu et al., 2022]

* Arion [Roy, Steiner and Trevisani, 2023]
* APN permutations over prime fields [Budaghyan and Pal, 2023]

1= More details on eprint.iacr.org/2022/840 or on anemoi-hash.github.io
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Announcement

Cryptanalysis and design of symmetric primitives defined
over large finite fields

November 27th, at 2:00pm

Inria Paris
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Announcement

Cryptanalysis and design of symmetric primitives defined
over large finite fields

November 27th, at 2:00pm

Inria Paris

Thanks for your attention! @{
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More benchmarks and

Cryptanalysis
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Purposes of Anemoi

The 2 purposes of Anemoi:

% a hash function to emulate a random oracle

* a compression function within a Merkle-tree

Using different functions for the different purposes

Clémence Bouvier Anemoi permutations and Jive compression mode



CCZ-equivalence...
Anemoi ... for good performances!

Sponge construction

* Hash function (random oracle):
* input: arbitrary length
* ouput: fixed length

'
mo my my me—1 ! Zy 1 Zh
— — — — — ! — — —
i
(E=) (as) (E=) — a5 . B
F i
a :
{Anemoi] {Anemoi {Anemoi] {Anemoi] : {Anemoyi] {Anemoi]
'
'
- H —
e > —B— ! e —
q '
'
L (N (N (N (N [ — (N (N
'
a '
Absorption Squeezing

Clémence Bouvier Anemoi permutations and Jive compression mode



CCZ-equivalence...
Anemoi ... for good performances!

New Mode: Jive

* Compression function (Merkle-tree):
* input: fixed length
* output: (input length) /2

Dedicated mode: 2 words in 1
(y)—=x+y+ut+v.

X y —
x—f  ow | —
p
Sy P/ 1
u v
0 —f —>/ !
Jives(x,y)
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New Mode: Jive

* Compression function (Merkle-tree):
* input: fixed length
* output: (input length) /b

Dedicated mode: b words in 1

Xo X1 -+ Xb—1
=>m
(Fq)° — Fg
Ji P): bt P
lveb( ) (Xo,...,Xb_l) HZ(Xi+P;(Xo,...,Xb_1)) .

R

i

Jivep(Xg, .oy Xb—1)
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Comparison for Plonk (with optimizations)

m  Constraints m  Constraints
POSEIDON 3 110 POSEIDON 3 98
2 88 2 82
. 3 378 . 3 267
Reinforced Concrete 5 236 Reinforced Concrete 5 174
Rescue—Prime 3 252 Rescue—Prime 3 168
GRIFFIN 3 125 GRIFFIN 3 111
AnemoiJive 2 86 AnemoiJive 2 64

(a) With 3 wires. (b) With 4 wires.

Constraints comparison with an additional custom gate for x. (s = 128).

Clémence Bouvier Anemoi permutations and Jive compression mode
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Comparison for Plonk (with optimizations)

m  Constraints m  Constraints
POSEIDON 3 110 POSEIDON 3 98
2 88 2 82
. 3 378 . 3 267
Reinforced Concrete 5 236 Reinforced Concrete 5 174
Rescue—Prime 3 252 Rescue—Prime 3 168
GRIFFIN 3 125 GRIFFIN 3 111
AnemoiJive 2 86 56 AnemoiJive 2 64

(a) With 3 wires. (b) With 4 wires.

Constraints comparison with an additional custom gate for x. (s = 128).

with an additional quadratic custom gate: 56 constraints

Clémence Bouvier Anemoi permutations and Jive compression mode
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Native performance

Rescue-12 Rescue-8 POSEIDON-12 POSEIDON-8 GRIFFIN-12 GRIFFIN-8 Anemoi-8
15.67 us  9.13 us 5.87 us 2.69 us 2.87 us 2.59 us 4.21 us

2-to-1 compression functions for F, with p = 2% — 2% 1-1 (s = 128).

Rescue POSEIDON GRIFFIN  Anemoi
206 us 9.2 us 74.18 us  128.29 us

For BLS12 — 381, Rescue, POSEIDON, Anemoi with state size of 2, GRIFFIN of 3 (s = 128).
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Algebraic attacks: 2 modelings

X Yi X; Y;
¢ —H H— d; ¢ —H H— d;
B (H
B B
Xi Y/ X v
Y! Yit1 é{ ’
5 —Bx% + 5
|
Bx% + A X Bx? + 0| xt/e — Vi -H
% % H Bx% + 6

X/ Xit1 Xit1 Yir1
(a) Model 1. (b) Model 2.
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Properties of Flystel in I,

* Linear properties

2mi({a, x)
Wy = max exp
a,b#0 -
ey
8007 —— plogp -
—— 4p+6 e
700 ] « alpha=3 ,/
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(a) For different .
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(b) For the smallest .

Conjecture for the linearity.
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Properties of Flystel in [,

* Linear properties

(a) when p=11 and a = 3. (b) when p =13 and a = 5. (c) when p =17 and o = 3.
LAT of Flystel,.
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